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Abstract: Internet usage is increasing rapidly worldwide, allowing numerous connected computer objects or devices 

to run and communicate with mass digital information. As Internet usage becomes pervasive, attacks against them are 

also rising aiming to penetrate the target network and remain undiscovered. Therefore, analyzing the behavior of 

Internet traffic manually is not possible due to its complexity and the large number of user activity. Incoming and 

outgoing Internet traffic are controlled using a firewall through an automated Internet security system using a 

predefined set of rules. Machine learning algorithms are used for Repeated Stemanalysis of the activities on firewall 

devices and to control traffic on the basis of the results. However, the output models (i.e., classification models) lack 

explanatory power insight into the relative influence of the main factors in the classification and thus have low accuracy. 

In this study, a decision tree classification algorithm with a tree-structured model is used for firewall activity analysis, 

which produces high classification accuracy. Empirical results on firewall access with different actions were compared 

against six benchmark classification algorithms, namely, SVM, OneR, ANN, Multi class classifier, PSO and ZeroR, 

in five popular evaluation metrics. The experimental results show that the performance of the proposed classifier in all 

evaluation metrics is higher than the state-of-the-art classification algorithms, such as SVM, ANN, Multi class 

classifier, PSO, and the most related classification algorithms that provide comprehensible models (i.e., OneR and 

ZeroR). The proposed classifier offers interpretation ability by presenting the classification model into a tree 

representation, which is a further advantage. 
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1. Introduction 

Network systems are the software and hardware 

elements used for network transactions, such as 

sending and receiving emails, making reservations, 

reading news, storing or sharing personal documents, 

shopping, and education [1]. In computing, network 

security is crucial to protect the critical information 

of the entire network and users [2]. A firewall is a 

network system that controls and monitors the 

incoming and outgoing network traffic in accordance 

with security rules and regulations [3, 4]. A firewall 

acts as the gate designed to detect unauthorized 

access from an untrusted network [5]. 

Machine learning algorithms have become 

powerful tools for finding patterns in data [6, 7]. 

Machine learning algorithms have been applied in 

various real world problems such as classification [8, 

9], clustering [10, 11], medical diagnosis [12], and 

anomaly detection [13]. Firewall systems produce 

clever patterns that traditional systems cannot 

efficiently generate, and thus firewalls based on 

machine learning may outperform the classical 

network systems in preventing unauthorized Internet 

access [14]. 

Firewall log activities require analysis for further 

protection and damage assessment. The analysis can 

determine exactly what is allowed, dropped, and 

denied, but is neither easy nor straightforward due to 

work with large raw data (log files) collected from the 

Internet Access Management in different periods of 

time. Combining and collecting data from various 

sources in different periods of time, firewall log files 

become high volume and the systems used are 

incapable of handling extensive data. Thus, analysis 

of firewall log activities requires a powerful artificial 
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intelligence tool. To classify the log files, Breier and 

Branišová [15] proposed different anomaly detection 

methods on the basis of data mining techniques, 

including K-nearest neighbors (KNN), Decision 

Table, HyperPipes, and Naive Bayes. Abnormality in 

firewall rules can be automatically discovered by 

using a large amount of firewall log instances with 

machine learning algorithms. The experiment results 

show that KNN has the best performance. Fatih and 

Mustafa [14] used support vector machine (SVM) 

classification algorithm to classify firewall activities 

into three activation functions (polynomial, Radial 

Basis Function, Linear and Sigmoid), but the 

proposed technique obtained minimal improvement. 

Polpinij and Namee [16] used Generalized Sequential 

Pattern (GSP) algorithm to study the user behaviors 

in networks or the Internet using firewall event logs. 

The data were collected from an organization in 

Thailand that contains log events from September 20, 

2015 to September 30, 2015 and October 15, 2016 to 

November 10, 2016. The classification result was 

promising, but several errors remained. Jakub and 

Branisova [17] proposed an approach for anomaly 

detection in log records data using Apache Hadoop 

framework together with Java implementation for 

classification. New types of breaches can be obtained 

with less than 10% error rates. Ussath in [18] used 

artificial neural network (ANN) to identify 

suspicious actions on the basis of user log-on and log-

off activities behavior. Three different datasets on 

contextual user activities were utilized to evaluate the 

performance of this classification, and the proposed 

model achieved an accuracy of up to 98%. Allagi and 

Rachh [19] presented K-means and Self-organizing 

feature map method to detect anomalies through 

analysis of network log data. The proposed method 

was tested across a log dataset and the classification 

result obtained 97.2% accuracy. 

The above-mentioned classification algorithms 

have drawbacks. For instance, the SVM is highly 

sensitive to discrete and noise data, requires 

validation, must be practiced to determine a suitable 

kernel function, and its kernel function is sensitive to 

the number of attributes [20]. In addition, ANN 

classifier requires numerous data cases for learning, 

is time consuming, and has difficulty in determining 

the number of necessary layers and neurons [21]. 

KNN requires wide computational value and will be 

affected by the large number of neighbors, compared 

with unlabelled instances. Irrelevant or anomaly 

attributes may be present in the data, thus, the KNN 

assigns an equal weight to each attribute [22]. 

Consequently, these drawbacks can produce very 

poor classification performance. 

Furthermore, conventional algorithms (i.e., SVM, 

ANN, KNN) used to detect unauthorized access 

produce incomprehensible, complex, and highly 

difficult to understand classification models. These 

drawbacks prevent usage of these classifiers to 

construct rules and regulations for further protection. 

Meanwhile, recent research directions have proposed 

a new objective, which is the understandability of the 

classification model to detect unauthorized access by 

the firewall. 

Therefore, a Decision Tree (DT) algorithm is 

proposed as a classification algorithm to analyze and 

construct a novel model to detect the type of firewall 

access by focusing on log files. A total of 65,532 logs 

activities are taken from the firewall with control 

connection activities to the Internet on the basis of the 

rules. Therefore, each firewall action (i.e., allow, 

drop, deny, and reset-both) is used for classification. 

Through the logs, firewall activity can provide all the 

necessary requirements to classify actions. 

The remainder of this paper is structured as 

follows. Section 2 explains how this DT algorithm is 

applied for access authentication. Section 3 describes 

the research method and techniques. Section 4 

presents the experimental results of the paper. Section 

6 discusses the conclusions and future directions. 

2. The proposed method 

In this section, the classification model is 

presented on the basis of generalizing powerful 

decision trees. DT algorithm is considered one of the 

most popular machine learning algorithms for 

transparency (interpretable) [23]. DT uses a separate-

and-conquer method to construct the classification 

model. Quinlan [24] described the algorithm as 

constructing a tree upside down from D instances in 

the data, with roots at the top. The D instances of 

firewall log activities are the “leaves” associated with 

the most frequent class in D. The DT generates a 

feature list and attributes for each feature.  

Example: Feature List: Destination Port, NAT 

Destination Port, Bytes Received, NAT Source Port, 

Source Port, Bytes Sent, Bytes, Packets, Elapsed 

Time, pkts_received, and pkts_sent. Attributes for 

Elapsed Time are Elapsed Time>0 and Elapsed Time 

<=0. 

Decision tree uses gain ratio as an information-

based measurement that considers various numbers 

(and different probabilities) of test outcomes of 

attributes for each feature. Therefore, the maximum 

gain ratio is found among all features and assigned to 

the root node. Let C indicate the number of classes 

(i.e., allow, drop, deny, and reset-both) and p(D, j) 
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denote the ratio of D instances in the data that are 

associated with the jth class. The uncertainty 

measures the class to which D instances belong and 

is calculated as follows: 

 

𝐼𝑛𝑓𝑜 (𝐷) = − ∑ 𝑝(𝐷, 𝑗) 𝑙𝑜𝑔2 (𝑝(𝐷, 𝑗))

𝐶

𝑗=1

 (1) 

 

where: 

• Info (D) is the current set of instances for 

which entropy is computed. 

• j is the set of classes in the data, {allow, drop, 

deny, and reset-both}. 

• the ratio of elements in class j to the number 

of element in the instances list D. 

The discrete attribute has one constant value A=" 

" whereas the continuous attribute has two 

outcomes A<=t and A>t (i.e., Elapsed Time>0, and 

Elapsed Time <=0). DT determines the best criterion 

where the class changes using info gain. The identical 

information gained by test T with k consequence is 

computed as follows: 

 

𝐼𝑛𝑓𝑜 𝐺𝑎𝑖𝑛 (𝐷, 𝑇) = 𝐼𝑛𝑓𝑜(𝐷) − ∑
|𝐷𝑖|

|𝐷|

𝑘

𝑖=1

 𝐼𝑛𝑓𝑜(𝐷𝑖) (2) 

 

where: 

• the entropy set for Info (D). 

• Di is the subsets created from the splitting set 

of D by the attribute Di. 

• i is the value of the feature. 

• the entropy set for Info (Di). 

The info gain is highly affected by the number of 

consequence and its maximum when each subset D 

has only one single instance. Moreover, the i 

information achieves decreased instances by dividing 

a group of instances according to the known subset D. 

The split information is measured as follows: 

 

𝑆𝑝𝑙𝑖𝑡 (𝐷, 𝑇) = − ∑
|𝐷𝑖|

|𝐷|

𝑘

𝑖=1

 𝑙𝑜𝑔2 (
|𝐷𝑖|

|𝐷|
) (3) 

 

where 

• Di is the subsets created from splitting set of 

D by the attribute Di. 

• i is the value of the feature. 

• T is the specific value for specific attribute. 

The split information increases with the number 

of consequences of the test. In addition, a criterion 

tests the period of the split information. The gain ratio 

for every split is tested to determine and select its 

maximum. In several cases, every data split D has the 

Figure. 1 Learning a decision tree for firewall access 
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same distribution among classes. Thus, all splits have 

zero gain, which DT algorithm employs as an extra 

stopping criterion. 

Finally, the recursive partition strategy is applied 

to handle noisy data when attribute values are 

incorrectly assigned and instances are incorrectly 

classified. The DT algorithm prunes the initial tree by 

determining the parts with less predictive accuracy 

and changes a “leaf.” Fig. 1 above shows the learning 

decision tree for the firewall access. 

3. Research method  

This section presents the research methodology 

by analyzing the data collected from firewall log 

activities using data mining techniques suitable for 

processing such data. Data mining incorporates 

collection, extraction, evaluation, and insights of the 

most important information [25, 26]. Data mining 

finds rules to the different access with network 

security system, and thus allows the firewall to make 

proactive, knowledge-driven decisions. Data mining 

(see Fig. 2) involves the following phases: 

3.1 Application domain identification 

Study of the log files in the firewall devices is 

extremely important for monitoring the Internet 

traffic on the basis the results. In this study, data were 

collected from the firewall device Palo Alto 5020 at 

Firat University. The firewall log activities comprise 

65,532 instances collected as a result of 

approximately 30 seconds of access. This data has 11 

main features and four main classes. Tables 1 and 2 

display the data and class descriptions, respectively. 

3.2 Data Pre-processing 

Considered one of the important steps in data 

mining, data pre-processing involves cleansing, 

editing, reduction, and wrangling raw data into an 

understandable format. In this study, the data were 

pre-processed by Fatih and Mustafa [14] and saved 

with an Attribute-Relation File (i.e., arff format), 

which describes a list of firewall log activities. 

3.3 Data mining 

The first step is to identify the suitable algorithm 

that is widely used in data mining. In addition, the 

problem is not only to decide which algorithm to use, 

but also to determine which classification model is 

needed and which data types and heuristic criteria are 

suitable for such data. Therefore, this research 

presents a novel DT classification model (C4.5) for a 

multi-class firewall access dataset. The DT represents 

a very comprehensible model (i.e., tree-structured) 

that comprises a set of nodes and edges [23]. Equally 

important, the C4.5 algorithm uses two heuristic 

functions: information gain and the gain ratio that 

such gain using the information provided by test 

outcomes [27]. C4.5 can deal with numeric and 

nominal data and with a multi-dimensional dataset 

Figure 2. Data mining phases  
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class [28]. Finally, C4.5 algorithm is considered one 

of the top 10 algorithms used in data mining [29]. 

3.4 Knowledge extraction 

This step is responsible for extracting knowledge 

from raw data source. The resulting knowledge must 

be in an interpretable and readable manner and must 

produce information that facilitates inferencing. This 

study extracted the valuable information from 

firewall log data and is intended to be a guide for 

organizations seeking the most appropriate rules for 

the Internet via firewall access. 

3.5 Knowledge evaluation 

This section presents the evaluation for the 

classification performance, which is usually assessed 

using performance metrics from information retrieval. 

Such common metrics include classification accuracy, 

classification error, Kappa Statistic, F-measure, and 

Mean absolute error [30 –33], presented in Eqs. (4)–

(8), respectively. 

 

Classification accuracy = 
𝑇𝑃 + 𝑇𝑁

𝑇𝑃+𝐹𝑁+𝐹𝑃+𝑇𝑁
, 

 
(4) 

Classification error =  
𝐹𝑃+ 𝐹𝑁

𝑇𝑃+𝐹𝑁+𝐹𝑃+𝑇𝑁
, (5) 

 

Kappa Statistic = 
𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦−𝑟𝑎𝑛𝑑𝑜𝑚𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦

1−𝑟𝑎𝑛𝑑𝑜𝑚𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦
, 

 

𝑅𝑎𝑛𝑑𝑜𝑚𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 = 
(𝑇𝑁+𝐹𝑃)(𝑇𝑁+𝐹𝑁)+(𝐹𝑁+𝑇𝑃)(𝐹𝑃+𝑇𝑃)

𝑇𝑜𝑡𝑎𝑙  .  𝑇𝑜𝑡𝑎𝑙
, 

 

(6) 

 

F-Measure = 
2(𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 .  𝑅𝑒𝑐𝑎𝑙𝑙)

(𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛+ 𝑅𝑒𝑐𝑎𝑙𝑙)
, 

(7) 

Mean absolute error = 
∑ |𝑦

𝑒𝑠𝑡,𝑖  − 𝑦𝑖 |𝑛
𝑖=1

𝑛
, 

 
(8) 

 

where the confusion matrices that used to 

describe the classification results are FN, FP, TN, and 

TP. 

• TP and TN are the instances correctly 

classified for data classes. 

• FP and FN are the instances falsely classified 

the data classes. 

 

 

 

 

 

Table 1. Descriptions of firewall log activities dataset 

NO Feature name Feature type Description 

1 Source Port Continuous attribute   Represents the source port of the client  

2 Destination Port Continuous attribute  Represents the destination port of the client 

3 NAT Source Port Continuous attribute  Represents the translation source port of the 

network address 

4 NAT Destination Port Continuous attribute   Represents the translation destination port of 

the network address 

5 Bytes Continuous attribute   Represents the number of bytes  

6 Bytes Sent Continuous attribute   Represents the number of bytes sent 

7 Bytes Received Continuous attribute  Represents the number of bytes received 

8 Packets Continuous attribute  Represents the packets number 

9 Elapsed Time Continuous attribute  Time elapsed for flow 

10 pkts_sent Continuous attribute  Represents the number of packets sent 

11 pkts_received Continuous attribute  Represents the number of packets received 

12 Action Discrete attribute Firewall actions 

 

Table 2. Descriptions of firewall log activities classes 

NO Action name Description Instance Number 

1 Allow Authorize internet traffic 37640 

2 Drop Use the default deny action procedure by blocking 

traffic for the application that is being denied 

12851 

3 Deny Use the drops traffic procedure by silently resetting 

TCP and does not send the host/application 

14987 

4 Reset-both  Reset TCP and send information to client and 

server devices 

54 
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4. Results and discussion  

DT algorithm is widely used in many real world 

datasets, corresponding to multiclass and binary 

application domains. Training, testing, and validation 

sets are determined by using ten runs where the data 

are randomly split to ignore any instances with 

unusually bad or good testing or training sets. 

To compare the performance of DT, a 

benchmarking study is implemented that includes 

state-of-the-art classification algorithms, namely, 

SVM, ANN, and Multi class classifier [34, 35], and 

the most related classification algorithms that provide 

comprehensible models (i.e., OneR and ZeroR) [36,  

37]. The SVM, ANN, and Multi class classifier 

versions, PSO, are performed by the author in 

Matlab®. Meanwhile, the popular OneR and ZeroR 

classifier is implemented by the Weka workbench. 

Furthermore, the SVM is a supervised learning 

model in machine learning used for regression, 

classification. This model is considered one of the 

most robust classification algorithms, being based on 

statistical learning frameworks. Meanwhile, the ANN 

is a computing system inspired by human brain 

processes and analyzes the information. ANN has a 

self-learning ability to enable the understanding of a 

broad data to produce better results. Multi class 

classifier is a popular classifier used for multi-class 

datasets. 

The particle swarm optimization (PSO) is 

considered a swarm-based classification algorithm. It 

is designed to represent the simulation of bird 

flocking graphically. This algorithm classifies the 

data on the basis of the simulation of birds searching 

through their environment to evade predators or to 

seek food. Each particle in the swarm has its specific 

velocity and location which represent a solution in the 

search space. Thus, the birds will be guided by the 

best classification patterns found by all neighboring 

particles. Therefore, the PSO will converge on the 

best classification patterns for each data and produce 

the classification model. 

Different from other complex machine learning 

models, OneR and ZeroR is simple and an accurate 

classification algorithm. The OneR or “One Rule” 

produces one classification rule for each predictor in 

the data, then selects the best one with high 

classification accuracy. Meanwhile, ZeroR is the 

simplest rule-based classification algorithm, which 

Table 3. Performance of the classification algorithms 

Classifier Classification 

accuracy 

Classification 

Error 

DT 99.839 0.160 

SVM 97.474 2.525 

OneR 97.326 2.673 

ANN 98.712 1.287 

Multi class 

classifier 

99.064 0.935 

PSO 97.021 2.979 

ZeroR 57.437 42.562 

 

Figure. 3 Kappa statistic result 

Figure. 4 F-Measure result 

Figure. 5 Mean absolute result 
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relies on the target classes and eliminates all 

predictors. ZeroR classifier simply predicts the most 

frequent value of class on the basis of the frequency 

table. Thus, more specifically, it does not contain any 

rule that elaborates on the non-target (class) attributes. 

The evaluation results of the DT algorithm for 

firewall access are determined using five benchmark 

evaluation metrics, namely, classification accuracy, 

classification error, Kappa statistic, F-Measure, and 

Mean absolute error. The first observation from our 

findings show the effectiveness of the proposed 

classifier compared with state-of-the-art 

classification algorithms, swarm-based algorithm, 

and the most related classification algorithms. The 

firewall comprises 65,532 log activities divided into 

training and testing using l0-fold cross validation 

methods. The results of the application on the 

multiclass classification problems are summarized 

in Table 3 and Figs. 3–5 that are used to determine 

the best classifier. 

The classification results in Table 3 show that the DT 

is better than all other classifiers, namely, SVM, 

OneR, ANN, Multi class classifier, PSO, and ZeroR. 

The proposed classifier can produce high 

classification accuracy with 99.839 and 0.160 error 

rates. The Multi class classifier follows with the 

second best result. 

Figs. 3–5 show the results of the Kappa statistic, 

F-Measure, and Mean absolute error, respectively. In 

Kappa statistic and F-Measure, the highest result 

indicates a good algorithm performance. Therefore, 

the proposed classifier dominates the other six 

classifiers in Kappa statistic metrics with a 0.9972 

Kappa statistic result. The Multi class classifier 

follows the second best result with 0.9739 Kappa 

statistic. Fig. 4 shows that DT achieves a performance 

better than all other classification algorithms across 

firewall activity detections. The proposed classifier 

can produce high F-Measure accuracy with 0.998 

result. Fig. 5 proves that the results obtained by the 

proposed classifier are better than the other classifiers 

when considering the Mean absolute error with 

0.0014 absolute error rates. The lowest error indicates 

a good algorithm performance. 

The reason is that the DT can determine the best 

performance in all evaluation metrics: DT creates 

understandable classification model (i.e., tree model), 

DT can manage categorical and continuous data 

attributes. DT implements classification without 

requiring much computation time and can 

remarkably provide a presentation of which attributes 

are most important for classification the target class 

for the data. 

 

5. Conclusion  

The amount of data exchanges in the Internet is 

rapidly increasing. Incoming and outgoing network 

traffic from such large data are controlled by applying 

the DT classification algorithm to the Internet 

security system. To classify firewall logs access, a 

drastic experimental analysis was carried on real data 

collected from the firewall device. The performed 

results are compared to check the performance of the 

DT algorithm. The efficiency of the DT algorithm 

determines the best classification accuracy with the 

utmost competence, in comparison with six states of 

art machine learning algorithms, namely, SVM, ANN, 

Multi class classifier, PSO, OneR, and ZeroR. The 

performance evaluation is also conducted with 

another common metrics for evaluation, including 

classification error, Kappa Statistic, F-measure, and 

Mean absolute error. The outcomes show that DT is 

superior in all performance metrics with different 

types of firewall activities. In addition, the model 

allows decision makers to act early to develop the 

trust firewall system on the basis of discovered 

intelligent rules. The limitation of this study is the 

limited size of instances in the collected data. As a 

future work, this study aims to expand the instances 

by adding more data from different sources of 

Internet devices and environments to deeply analyze 

and detect unauthorized access from untrusted 

networks and increase the accuracy of classification. 
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